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Thoughts so f ar

. Cool conference! Nice and small
- Great content lined up!

- Good location in NC
. Elevator seems to feel better today ;)

. Awesome to see some ladies here!!
- WWe need more women in security




Outline

. EDAC technology
- Trends, landscape
- Vendors
- Architecture

. EDAC realorld analysis
. 52 SecuriNetBox

Research, exposure, vulnerabilities, attacks
Countermeasures & recommendations




Learning outcomes

- Awareness of security issues in EDAC systems
. Trends, major players in this space

. Pentesting knowledge

- Tangible research and testing methods

Paper and updapeelsafter HITB Dubal
. Several movealns
. More detalls
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Q. Is this a good thing that has happened?
ATTY GEN. RENO: | think any time you expose vulnerabilities, it's a good thing.

Department of Justice
Weekly Media Briefing, 25 May 2000




EDAC Technology Overview

. Trend is towards IP from proprietary solution
- Convergence of IP,Video

- Adding other building systems (HVAC, elevators, alarms)

- Cost savings, integration, increased capabilities
Example: POE door strike

- Most controllers use embedded Linux
- Wide range of vendors in EDAC space
S2 Security (not picking on

Honeywell Cisco Systems (Richards Zeta)
HID Globalertx Brivo
IngersoiRand DSX Access

Bosch Security RS2 Technologies
Reach Systems  Synergistics




EDAC Deployment

- Of ten youol | see
- Managed by building facilities people
. Stuck In a closet and forgotten
. Long lifecycles e16 years

. Distanced from IT Security
-Physical security 1 s not
. Patching, upgrades, maintenance. What? Huh?
. Policies regarding passwords, ldggempt?
. 3dparty local service contractor adds doors, hardware
configuration
- Possibly nothouse, outsourced




S2 SecurityNetBoxo Br a1 n o

Network Controller
Serving as the central control mechanism of the system, the
Network Controller takes the place of a PC-based server on
older style systems. It runs a full version of Linux and contains
a web server, ODBC-compliant PostgreSQL database server.
All software is embedded within the Intel processor. Users
access the software by using a web browser anywhere on
the network, or anywhere the Intermet is available.

Application Modules
Allow you to build a custom security panel containing exactly
the components you want, where you need them. Up to 7
application modules can be mounted within a Node. Application
modules include: Access Control Modules with Wiegand
protocol card reader inputs, Supervised Input Modules, Relay
QOutput Modules and Temperature Monitoring Modules.

™




EDAC Architecture
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S2 SecurityNetBox

. 7000+ systems installed worldwide
. Schools, hospitals, businesses, LEA facilities, etc.

. Same bdg sold under multiple brand names
- Bullt by S2 Security

NetBox _
I I 1 52 NetBox|j:]]
. Distributed by Linear P
eMerg®0 & 5000
- ~ 3|V|EREE'_;_
. R ese I-brm‘]dlr@ O I e Browser Managed Security Platform 5000

SonitroeAccess

SONITROLU
eAccess
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S2 Security: Reading up e

- Preparation and information gatheil

. S2 Security case studies, press releases
- 0The Googl eo
. LexisNexis Academic Universe|#Btm, etc.

- Example: able to determine from

. Samba client

- MySQLMyISAM

- LinedLinux distribution (just [darus)

- Processor is ARM Core IXP 425 chip @ 533 MHz

- Only 15 months from desigfitmstomer shipping

. 0S2 did not have much prior ex

. dMySOQlis used to store everything from reports, user information,
\_ customi zed features, facility/



http://tinyurl.com/s2mysql
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S2 Security Marketing Statements

.oData security featur es
hardware assure that it is safe to deploy systems a

any networlkyven the public Inteonet

. ORemote | ocations ar e ¢

. 0 N2tBoxcan operate for years without maintenan
of any ki ndo




NetBoxComponent Review

- HTTP

- MySQL Postgres
- NmComm

. FTP/Telnet

- Features!
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NetBoxComponent: HT TP Server

GoAheadlebservarCP/80

Poor choice

. Sixteen CVEs
CVE20031568, CVR20022431, CVER20022430, CVR20022429,
CVE20022428, etc.
No vendor response
. Typical example in GRID21951

A Vendor response:
GoAheadd. cont acted on three diff
months but supplied no meaningful response.

"Data security is a challenge, and
John L. Moss, S2 Security CEO /




NetBoxComponent: MySQL

MySQlLserver listening on 3306

. Outdated SQL
- Version 2.X uddySQLlversion 4.0

3.X useBostgres

- Just how oldNyySQI14.07?
WTF? End of DOWNLOAD?

_

MySQL Product Archives

Because version 4.0.* of MySOL Server are in such low demand we hayve decided to stop hosting binaries of these older versions,

K To download the current released and fully-tested versions of these products, please visit MySQL Downloads on on our main web site, /




NetBoxComponent:NmComm

. Service listening on TCP/7362
- Performs multicast discovery of nodes
- Daemon coded by S2 Security

. Patent issued 15 December, 2009
-.0System and method to conf.i

0Gent | e mefzzeds®t art your



http://tinyurl.com/s2patent

NetBoxComponent: FTP & telnet

Cleartexprotocols for a security device

- Telnet to manage
- FTP for DB backups

Poor securiyriented documentation

Network Administrator tasks:

1. Onthe FTP Server create a user name, password, and directory for the security system
FTP Backups.

NOTE: A password is optional. The backup directory must be created at the root level
of the FTP server.

"We see some vendors fitting their serial devices with Telnet adapters, which
simply sit on the network transmitti

John L. Moss, S2 Security CE(C

A4

/




NetBoxComponents: Features!

- Lots of extras and licenses options
- Elevators, HVAC, Burglar
- VOIP

- Increases complexity
- Expands attack surface
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NetBoxComponents: Features!

- Viewfloorplans
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NetBoxunauthenticated reset

- VU#571629 (public 260804)
- UnautiJRL allows factory reset

-.Vendor ocommunicati ons©o®
. Kicked back and forth

. CERTOs I nvaluabl e rol e




NetBoxUnauthAccess to Backup

- VU#228737 (not public. some detalls public today)
- Unauthattacker calloaddB backups

- Nightly DB backup is hardcoded CRONJOB
File name is ofull YYYYMMDD_ H
Predictable naming convention with timestamp
Uncompress the .dar format
- Backup vdddb/s2itempg bac&up/ all . dmpo
- Attacker gets backup DBame Over
Entire system data in DB!

GAME OVER




NetBoxUnauth Access to Backup
Extraction of administrator MySQL_64bit hash

Ldministrator L et W
INSERT INTO Person WALUES (1,'Ldministrator','Sys VVEEL 012N 30TV 2T

L;"ﬂ"il'ﬂiﬂ';'4"“='3'ﬂ'=41'7“":-7”1“1' NULL IITTLL;”; 3L,NULL, 1 WM admin '::E_:I 245h 7557050

Hash is trivial to crack

id type hash pass hex

339 MySQL_64hit ~ admin B1646D696E
16017513 MySQL_64hit 43e934ab75570f5h  admin 206164606 96E
16115746 MySQL_64hit 438924ah75570f5h  admin 2061646DE36E20
16168230 MySQL_64hit 43e9a4ah75570f5h  admin £1646DE0EE20




NetBoxPwnage Doors

- Open any door

- Right now

. Or schedule

SMOKERS AREA

Action Start Date/Time

*[Unlock | =-|1|1;‘|:11;2009 20:17:26

Iy
Now

I

At

c . I I
In (HH:MM) H

Save Cancel

End Date/Tin

(+hh:-mmsan

r-h

At

After (HH

SONITROL

cAccess
Table of Contents [=1¢]
£3 Main Menu Portzl Groups: | < all = x| Go I
E'"l:f-.-ll\'h:unitor Portals
Bactivity Log Hame Momentary Unlock | Extended Unlock
- cameras 1ST FL DECORATOR Unlack Scheduls
=Hcamera views
B e 18T FL FRONT STAIR Unlock Schedule
F4Ba dministration 2ND FL FRONT STAIR Unlock Schedule
H-Ef'setup 2ND FL REAR STAIRS Unlock Schedule
& T support/Utility DECORATOR RM / 2ND FL OFFICE | Unlock Schedule
DOCK ENTRY Unleck Schedule
EAST LOBBY / OFFICE Unlock Schedule
ELEV LOBBY Unlock Schedule
ELEVATOR Unleck Schedule
EMPLOYEE ENTRY Unleck Schedule
FROMNT LOBBY Unlock Schedule
MECH ROOM ENTRY Unlock Schedule
PLAMT TO OFFICE Unlock Schedule
SMOKERS AREA Unlock Schedule

Ly International Electronics, Inc.




NetBoxPwnage Cameras

Backup file contains IP camera information
- Name, IP address, admin username and password

COPY camera (id, ceameratypeld, cameransme, dnsname, ipaddress, 1pport, camerauser, camerapassvord, Seqnu
dpersonid, systemisowner) FROM stdin;

1 Z ” Camera m 43 80 admin  password 1

b6 1 i'

NetBoxX2.X and 3.X systems vulnerable
. Attacker now owns IP cameras

B..: &0 W1 VI 5 W

"Most hackers don't care about watching your lobby. If they gain access to the ne
going to go after financial data and

\ Justin Lott, Bosch security marketin}g




NetBoxPwnage DVRS

User/Pass to DVRs in backup DB
Poor setup guides for DVRs

Recommends keeping default user/pass
- OnNet Surveillance Systems Network Video Recorder document

Complete the NetDVMS Setup

1. If you have not already done so create a User and Password with the Image Server
Administrator.

2. Click the User Setup button and create a user. The eMerge defaults to the usbr name
“IEleMerge” and the password "eMerge.” We recommend that you use these
defaulis.




NetBoxFingerprinting

Remote ldentification
- MAC OID registered to S2 Security

00-0F-4g [hex) 52 Seourity Corporation
OOOF AG [hase 18] 52 Seourity Corporation
6 ikbbhott ERoad
Mellezley ML 02481
TMNITED STATES

- Nmayservice fingerprint submitheaaib.20)

rootAvel57:~/map-5.20# cat nmap-service-probes |grep -i Sonitrol
match http m|*HTTPS14.0 302 Redirecth\rinServer: Golhead-Tebshr®

=141/ login' .asphrin| s p/fGolhead-Tehs/ g3 control system http conf
ig/ niil/f




NetBox& ShodanEf f ect 6

. S2 Security comments
-.0Behind a firewall, acces
-0Deep within the corporat
- Assumption thdetBoxare hard to find

. EnterShodan.

. http://www.shodanhg.com/?qg=GoARead
Webs+login.asp+aache%2Cmust/alidate

- 150NetBoxsystems



http://www.shodanhq.com/?q=GoAhead-Webs+login.asp+no-cache,must-revalidate
http://www.shodanhq.com/?q=GoAhead-Webs+login.asp+no-cache,must-revalidate
http://www.shodanhq.com/?q=GoAhead-Webs+login.asp+no-cache,must-revalidate
http://www.shodanhq.com/?q=GoAhead-Webs+login.asp+no-cache,must-revalidate
http://www.shodanhq.com/?q=GoAhead-Webs+login.asp+no-cache,must-revalidate
http://www.shodanhq.com/?q=GoAhead-Webs+login.asp+no-cache,must-revalidate
http://www.shodanhq.com/?q=GoAhead-Webs+login.asp+no-cache,must-revalidate

SHODAN

Computer Search Engine

Search Directory

GoAhead-Webs login.asp no-cache, must-revalidate Search

Options

Help Blog

Results 1 - 10 of about 146 for GoAhead-Webs login.asp no-cache, must-revalidate

» Top countries matching your search  United States 133
Canada
Italy 1
08.237.59.1 HTTP/1.@ 282 Redirect

Linux recent 2.4

c-98-237-59-21.hsd1 pa.comcast.net

£8.153.148.20

Linux recent 2.4

E

Server: GoAhead-lebs

Date: Mon Mar 15 14:37:E29 2616

Pragmat no-cache

Cache-Control: no-cache,must-reval idate
Content-Type: tedt-html

Location: https 98, 237.59.21 login, asp

HTTP<1.8 382 Redirect
Server: GoRhead-llebs
Date: Thu Mar 11 12:23:d46 2818

Pragma: no-cache

ads|-068-153-148-020.sip.asm.bellsouth -f8ah e —Control: no-cache,must-reval idate

Content-Type: testshtml

e e 3 am e 1

Loqin

Sian Up

| »




ShodanEffect: Other EDACS

. IGuardiometric fingerprint reader

Top countries matching your search TR GG 34
Honig Kani 14
Taiwan, Province of China 7
ta 3
147.8.69.21 HTTF-1.8 2082 Redirection
ierseell) [REsssEs .1 Server: i(Gusrd Embedded Web Server-3.4.5821A (FPS118) SN:UK-9946-B156-1824
:I Date: Tue, 16 Mar 2818 18:37:44 GMT

Fragma: no—cache

Locat ion: <Admins<indexs.html

147.8.69.20 HTTP<1.8 481 Unauthorized
e Serusr: iGusrd Embedded Web Server-3.4.5821A (FPS118) SH:UK-9946-8186-1028
:I Date: Wed, 18 Mar 2018 22:55:82 GHMT

Fragma: no—cache

Wll-Authent icate: Basic realm=""iGuard Systemn”

208.25.207.19 HTTP-1.8 382 Redirection
Server: iGuard Embedded Web Serwer~3.6.57895 (FPS118) SH:Uk-zE0z-8121-11CH
Date: Mon, S Mar 2818 23:41:88 GHT
Pragma: no-—cache

Locat ion: <Admins<indexr.html
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